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What is an outlier (anomaly / noise)? 

 

 

  

Outlier is an observation that deviates too much from other 
observations so that it arouses suspicions that it was 
generated by a different mechanism.  

Outliers 



   Importance of Anomaly Detection 
Ozone Depletion History 
• In 1985 three researchers (Farman, 

Gardinar and Shanklin) shocked the 
world by data gathered by the British 
Antarctic Survey showing that ozone 
levels for Antarctica had dropped 10% 
below normal levels 

 

• Why did the Nimbus 7 satellite, 
which had instruments for recording 
ozone levels, not record similarly low 
ozone concentrations?  

 

• The ozone concentrations recorded 
by the satellite were so low they were 
being treated as outliers by a 
computer program and discarded! 

Sources:  
    http://exploringdata.cqu.edu.au/ozone.html   
    http://www.epa.gov/ozone/science/hole/size.html 



Anomaly/Outlier Detection 
• What are anomalies/outliers? 

• The set of data points that are considerably different 
than the remainder of the data 

• Variants of Anomaly/Outlier Detection Problems 

• Given a database D, find all the data points x  D 
with anomaly scores greater than some threshold t 

• Given a database D, find all the data points x  D 
having the top-n largest anomaly scores f(x) 

• Applications:  

• Credit card fraud detection, telecommunication 
fraud detection, network intrusion detection, fault 
detection 



 Noise Removal in Training Data 
• Quinlan demonstrated that as noise level 

increases, removing noise from the mislabeled 
training instances (class noise) increases the 
predictive accuracy of the resulting classier.  

 

 

 

• Brodley and Friedl illustrate that for class noise 
levels of less than 40%, removing mislabeled 
instances from the training set resulted in higher 
predictive accuracy relative to classification 
achieved without “cleaning" the training data. 



• This paper focuses on improving the quality of 
streaming data by identifying and eliminating 
mislabeled instances. 

 



Limitations of Prior Work  
• Does not work on streaming data 

• No analysis performed to determine the 
underlying noise model distribution 

• No sampling done along with filtering 
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Our contributions in this area are as follows: 
1. We use ensemble classifiers with voting for higher 
predictive accuracy 
2. We perform Bayesian analysis to understand the 
underlying noise model distribution and show it tends to 
Poisson(1) distribution as  n  ∞. 
3. Bootstrap sampling reduces to Poisson(1) distribution as 
n  ∞ 
 
 
 
 



Background: Ensemble Classifiers 

• Instead of using one base 
classifier, we use multiple 
classifiers with voting 
between them to identify 
bad records (instances). 

• An ensemble classifier 
detects noisy instances by 
constructing a set of 
classifiers (base level 
detectors).  

• A majority vote filter tags an 
instance as mislabeled if 
more than half of the m 
classifiers classify it 
incorrectly.  
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   Ensemble Filtering 

  

L1(J48 Decision tree) 

 

Training Data 

D 

L3(Naïve Bayes) L2(Random Forest) 

θ1 

θ3 

θ2 
θ1 δ(yj , θ1(xj)) 
θ2 δ(yj , θ2(xj)) 
θ3 δ(yj , θ3(xj)) 

Test Data 
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Why do ensemble classifiers work? 
• Ensemble techniques can be considered as 

performing model averaging (they extend the 
model space).  

 

 

 

 

• If                         < ½ then the instance is noisy and is removed 

• Example: Say δ(yj ,θ1(xj)) =1 (non-noisy) 

                            δ(yj ,θ2(xj)) =0 (noisy) 

                            δ(yj ,θ3(xj)) =0 (noisy) 

 

 Pr(y|x,Θ*) = 1/3 =0.33 < ½ , The instance xj is treated as noisy and is 
removed. 
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Ensemble Classifiers will not work 
on Large Streaming data 
 

 

 

• The main challenge in applying prior filtering 
techniques to data streams is that a stream is 
theoretically infinite and that means that data 
has to be processed in a single pass using little 
memory.  

 

• We need to understand the underlying noise 
distribution and use bootstrapping. 



Bayesian Analysis (1 of 2) 
• Let 𝑥  represent the original training set, 𝑦  the corresponding class 

labels and a model (or hypothesis) in the model space Θ . 
Mathematically, an unseen test instances x, is assigned to a class y 
that maximizes the following equation: 

 

 
• By Bayes' theorem, and assuming the instances are drawn 

independently, the posterior probability of  is given by: 

 

 

 

 

Likelihood 

Prior Probability 

Noise Model 



Bayesian Analysis (2 of 2) 
• The probability Pr(yi|xi,θ) is called the noise 

model. 

• We assume a uniform class model in which each 
instance's class is corrupted with probability 𝜖, 
and thus: 

 

 

 

 where s is the number of instances correctly 

classified by θ. As n  ∞ the distribution of the noise 
model tends to Poisson(1) distribution. 

 



Introduction to Bootstrapping 
• Consider the typical view of mining where a 

single training set of size n is available from the 
underlying distribution that generated the data 
F.  

• However this view masks the underlying 
uncertainty in the data, namely that the training 
data we have is one of many that could have been 
chosen. If we were to build a model for each 
possible data set we would have a probability 
distribution over the model space.  

• To approximate this distribution using a single 
dataset, Efron [8] created the bootstrapping 
approaches.  



Poisson Bootstrap Model Filtering 
• The standard bootstrap procedure creates each simulated data 

set by drawing observations from x with replacement. In any 
given resample, each observation may occur 0, 1 or more times 
according to: 

 
• Estimate population mean given the random sample:  
                                {1.4, 2.6, 2.9, 4.2} 
   Bootstrapped Resamples: 
    {4.2, 2.9, 2.6, 4.2} 
    {2.6, 2.6, 1.4, 2.6} 
    {2.9, 4.2, 2.6, 4.2} 
    Counts:                    
                        { 0, 1, 1, 2 }  # Counts for Resample 0 
    { 1, 3, 0, 0 }  # Counts for Resample 1 
    { 0, 1, 1, 2 }  # Counts for Resample 2 
   The total number of observations is constrained to be n,  
    the counts are jointly: Multinom(4, 1/4, 1/4, 1/4, 1/4).  

 
 
 
 
 

 
 
 



Poisson distribution 
• But when it comes to big data, the multinomial 

bootstrap is computationally problematic. But 
we note that : 

 

 

 

• This way there is no need to know n, the total 
count of observations, ahead of time. When 
applied to our tiny example, we generate B 
boostrapped samples from Poisson(1) for each 
observation independently.  



Bootstrap Model Filtering Algorithm 



 Tool used: WEKA 











WEKA Code for Ensemble Filtering  



Empirical Results 
• We tested our approach on small, medium and 

massive datasets (from UCI repository) 

• For each dataset, we compare the our technique with 
the following techniques: 

1. Single Model: We used decision trees (J48) as our 
single filtering base model. 

2.Partition Filtering: Partition Filtering is chosen as 
it outperforms Classification and Ensemble Filtering 
techniques [6]. We use Decision Tree as the base 
model. 

3. Online Bagging: We implemented online bagging 
as illustrated by Oza [12] using Naïve Bayes as the 
base model. 

  



Small Datasets 
• We use 30 Poisson bootstrap samples with 3 different classfiers (J48, 

RandomForest and RandomTree) 



Medium and Large Datsets 
• Medium: 50 Poisson bootstrap samples 

• Large: 100 Poisson bootstrap samples 



Classification accuracy vs noise 
•  We introduce noise levels from 10% to 40% on 

each of the datasets by adding mislabeled 
instances in the test set.  



Learning Curve Phenomenon 

Car evaluation dataset: 1728 instances. We used 528 as the test set. 
Streams of 200, 400, 600, 800 and 1000 instances as streams of 
training data.  



Conclusion 
• Resolving data quality issues in stream mining is 

often one of the biggest efforts in data mining.  

• The main challenge in applying prior filtering 
techniques to data streams is that a stream is 
theoretically infinite and that means that data has to 
be processed in a single pass using little memory.  

• Also, using all the available data is prohibitive due to 
memory and time constraints. In this paper, we 
attempt to address this problem for different sized 
datasets by using Poisson bootstrap samples with 
multiple base classifiers.  

• Although we have used decision trees, random forest 
and random trees, other base classifier models can 
also be used.  

 



 

 

 

 

Questions? 
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